lowa Department of Human Services

Information About Your Privacy Rights

This notice is given to you because your health
plan is Medicaid or Healthy and Well Kids in lowa

(hawk-i). The notice talks about your Personal
Health Information, but it also includes the

information for your dependent children under the
health plan. This information does not affect
eligibility for the health plan. Protected Health
Information (PHI) means records that can be used
to identify you or your children who are covered by
the health plan, medical care, or payment for
medical care. Your PHI is protected by state and
federal laws.

Your Rights to Privacy

Federal law gives you rights about PHI. You have
the right to:

Receive notice of DHS policies and procedures
used to protect your PHI.

Ask that certain uses and disclosures of your
PHI be restricted.

Give a written request to inspect and copy your
PHI.

Give a written request that your PHI be
changed.

Ask for an accounting of disclosures by the
health plan.

Request communication of your PHI by
alternative means or at an alternative address.

Receive notice of unauthorized disclosure of
your PHI.

Use and Disclosure of PHI

The Department of Human Services (DHS) is
committed to keeping your PHI confidential and
safe from being used by others without permission.

Only people who have both the need and legal right
will be allowed to view your PHI. Your PHI will not
be sold, used or shared for marketing or
fundraising.
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PLEASE READ CAREFULLY!

This notice tells you:

e How medical information about you may
be used,

e When it can be shared with others,

e How you can get access to your
information.

Este aviso esta disponible
en espafol a peticion.

Your health plan, Medicaid or Healthy and Well
Kids in lowa (hawk-i), will ask for your written
permission to release your PHI to others that are
not given access to PHI under law. You may
cancel your permission at any time by submitting
your written instructions to the DHS Information
Security and Privacy Officer.

As Required or Permitted By Law

To avoid a serious threat to health or safety: As
required by law and standards of ethical conduct,
we may release your PHI to the proper authorities if
it is believed, in good faith, that it is necessary to
prevent or minimize a serious and approaching
threat to you or others’ health or safety.

Treatment: Your PHI may be shared to coordinate
health care. For example, your doctor may be
notified about care you received in an emergency
room.

Payment of medical bills: Medicaid or hawk-i
may release PHI to you, your insurance company,
or other third party payer, so that treatment and
services provided by a medical provider may be
billed and collected. Bills requesting payment may
include PHI, which identifies you, your diagnosis,
and any procedures or supplies used. Your PHI
may be shared with a health care provider,
individual or entity covered by the HIPAA privacy
regulations for payment activities, such as
Medicaid, Medicare or your personal health
insurance carrier.



Abuse reporting: Any PHI indicating child or
dependent adult abuse must be reported to
authorities.

Business operations: For medical review, legal
services, and auditing, include provider fraud. For
example: PHI may be used to evaluate the quality
of care given by the managed care program.

Health care oversight: Your PHI may be shared
with agencies that monitor, investigate, inspect,
discipline or license those who work in the health
care system.

Specialized government functions: Your PHI
may be used or shared for limited government
benefits, such as public assistance benefits or
benefits from the Social Security Administration.

Judicial and administrative proceedings: If you
are involved in a lawsuit or other administrative
proceeding, your PHI may be shared because of a
court order requesting the release.

Public health: Your PHI may be shared for
research purposes. Such research might try to find
out whether a certain treatment is effective in curing
an illness. Information that identifies you will
always be removed.

As required by law: When required by law, the
health plan must share PHI.

Law Enforcement: The facility may release your
PHI for law enforcement purposes as required by
law or in response to a court order, subpoena or
warrant or other lawful process.

Responsibilities of the Health Plan

Federal law also imposes certain obligations and
duties upon the health plan to safeguard your PHI.
The health plan is required to:

e Provide you with this notice of the health plan’s
legal duties and the policies regarding the use
and disclosure of your Protected Health
Information (PHI).

e Maintain the privacy of your PHI in accordance
with state and federal law.

e Respond to your request to restrict certain uses
and disclosures of your PHI.

e Allow you to inspect and obtain a copy of your
PHI during the regular business hours and
according to this policy.

e Act on your request to change your PHI within
60 days, and notify you of any delay that would
require the deadline to be extended by 30 days.

e Accommodate reasonable requests to
communicate PHI by alternative means or
methods.

e Abide by the terms of the privacy notice
currently in effect.

For More Information or to Report a Problem

This notice has been provided to you as a summary
of how the health plan, Medicaid or hawk-i, will use
your PHI and your rights about your PHI. If you
have any questions, or for more information
regarding your PHI, please contact the Privacy
Officer at the phone number below.

If you believe your privacy rights have been
violated, you may file a complaint by contacting the
Privacy Officer at the phone number listed below.
You may also file a complaint with the Secretary of
Health and Human Services. If you file a
complaint, there will be no retaliation and you will
continue to receive care and treatment.

Medicaid and hawk-i reserve the right to revise
practices about Protected Health Information and to
revise this notice. You may ask for a revised
Notice of Privacy Practices by calling the Privacy
Officer at the number below.

No person shall be discriminated against because
of race, color, national origin, sex, sexual
orientation, gender identity, religion, age, mental or
physical disability, political belief or veteran status
when applying for employment or when applying for
or receiving benefits or services from lowa.

For more information regarding your protected
health information, contact:

DHS Information Security and Privacy Officer
Department of Human Services

1305 E. Walnut Street

Des Moines, IA 50319-0114

Telephone number: 1-800-803-6591



